O manpassienuu nHPOpMaAITUU

MUHUCTEPCTBO OBPA30BAHUA 1 HAYKH POCCUMCKOM
OEAEPAIINI

IIMMCBbMO
oT 14 masa 2018 roga N2 08-1184
O mHanpaBjeHuu HHPOPMAITUH

JlemmapraMeHT TOCYJapCTBEHHON TIOJMUTHKM B cdepe o00mero obOpa3oBaHUA
Muno6pnayku Poccuu HampaBiser 1A cBefeHus pasdpaboraHHble BpemeHHOU
komuccueln Comera ®enmepanuu 10 Pa3BUTHI0 HH(POPMAIMOHHOTO O0OIIECTBA
METO/IUYECKHE PEKOMEHJAIMU O pa3MelleHnd Ha WHOOPMANVOHHBIX CTEH/AX,
opUIMaJIbHBIX ~ MHTEPHEeT-caTax H  JPYIMX  HMHQOPMALMOHHBIX  pecypcax
06111e00pa30BaTEIbHBIX OPraHU3alMi W OPraHOB, OCYIIECTBJISIONINX YIIPABJIEHUE B
cdepe obpazoBanus, nHPOpMAIUU 0 6€301IaCHOM IOBEJIEHUH M HCIOJIb30BAHUU CETH
«HHTEpHET».

Jdupexrop [enaprameHra
A.E. IleTpos

MeToauyeckue peKOMeHAanuu
0 pa3MelleHU U Ha THPOPMAIMOHHBIX CTEHAAX, O(PUITNATBHBIX
WHTEPHET-CAUTaX U APYyrux nHPOPMaAIUMOHHBIX pecypcax
0011e00pa3oBaTEIbHBIX OPraHU3aNU U OPraHOB,
OCYIIECTBJIAIOIINX yIIpaBjieHue B chepe ooOpazoBaHu,
nH@opManuu o 6€30MacHOM IMOBEAEHUU U NCIOJIb30BAHUHU CETU
«AHTEepHET»

JKcrepraMu U wieHamMu BpemenHoii komuccuu CoBera ®efiepaliiil 1O Pa3BUTHIO
MH(POPMAIIMOHHOTO OOIIECTBa B PaMKax BBIIIOJHEHHUSA PEKOMEHJIAIINNA MapIaMEHTCKHUX
CIyIIAaHUH «AKTyaJIbHbIE BOIIPOCHI obeclieueHusi 0e30IMacHOCTH W Pa3BUTHUS JeTel B
“H(POPMaAIIMOHHOM IIPOCTPAHCTBE», KOTOphIe mponuiu B CoBeTe Peneparuu 17 amnpess
2017 T., ObUIM pa3paboTaHbl MeTOJAWYECKHE PEKOMEHJIAIUM O pa3MelleHUH Ha
MHQOPMAIIMOHHBIX  CTeHJaX, OQUIHAIBHBIX  HWHTEPHET-cAaliTax ©W  JAPYTHX
MHDOPMAIIMOHHBIX pecypcax o001eo0pa30BaTeJIbHBIX OpPraHU3aliid W OPTaHOB,
OCYIIIECTBJISIONINX yIpaBjeHne B cdepe obpaszoBaHHsA, WHPOpMANUU O Oe30IaCHOM
IIOBEJICHUM W WCIOJIb30BaHWU ceTu «lHTepHeT» (majee - METOJUYECKHE
pEKOMEH/IallNun).

MeToiuecke peKOMeHJAlK HaIpaBjieHbl Ha KAuYeCTBEHHOE MOBBIIIIEHHE YPOBHA
MHDOPMALIMOHHOU JeATeJbHOCTH 00Ie00pa30BaTeJbHbIX OpraHu3aluil U OpPraHoOB,
OCYIIECTBJIAIONIUX yIpaBjeHUe B cdepe oOpa3oBaHUA, B YacTU HUHPOPMUPOBAHUA
yJaIuxcsi, UX poauTesel (3aKOHHBIX MPEACTABUTENIEN) U MeJarorniyecKuX pabOTHUKOB
00 OCHOBHBIX acIleKTax HHPOPMAIUOHHOHN 6€30I1aCHOCTH.

MeToinueckre peKOMeHJalUU I03BOJIAT 0011e00pa30oBaTebHBIM OpPraHU3AUUAM U
OopraHaM, OCYIIeCTBJIAIOIINM yIpaBjeHue B chepe 06pa3oBaHus, AaKTyaTU3UPOBATH yKe



HCHOJIb3yeMbIe U pa3MellleHHble HH(OPMAIUOHHbIE MaTepUasbl, TAK U HOATOTOBUTH UX
B CJIy4Yae UX OTCYTCTBHUS C yU€TOM JIYUIINX IPAKTUK U PEKOMeEH/IAIni.

B pamkax MeToiuecKNX peKOMeHAANN pacCMaTPUBAIOTCA CIIEAYIONIe MHCTPYMEHTHI:
1. uHQOPMAIMOHHbBIE CTEH/bI;
2. opuruasibHble UHTEPHET-PECYPCHI;

3. cpezicTBa MaccoBoU WH@opManuu (IIIKOJIbHBIE Ta3€eThl, Ie/larOTHYecKue U3JaHusa 1
AApyrue).

NudopmannoHHbIE CTEHABI

Ha wunHpoOpMamuoHHBIX cTeHZaX B  00meo0pa3oBaTebHBIX  OpPraHU3AIUsX,
PaCIOJIOKEHHBIX B (Goie yuperkJIeHU W B KaOWHEeTax, OCHAIEHHBIX MEPCOHATbHBIMU
yCTpOUCTBaMM /Jjid BBIXOZA B ceTb «lIHTepHeT», pEeKOMeHJyeTcs Ppa3MeCTUTh
MHDOpMAIIMOHHbIE TAMATKH, COJiep:Kallié OCHOBHBIE COBETHI II0 0ObecreueHuro
MHDOPMAIMOHHOU 6€30TIaCHOCTH YYaIIIXCs.

B IIPUJIOKEHU U Noi1 k METOANYECKUM pEKOMEHAalluAM IIPpEACTaBJIEH o6pa3e11 IIaMATKHA
JJIA pa3MEIleHUA Ha I/IH(I)OpMaIII/IOHHI)IX CTeHaax.

CpeacrBa maccoBo HH(pOpPMAIUH.

B cpexmctBax MaccoBodl wuH(pOpMANUM, OPHEHTHPOBAHHBIX Ha OO0y4YaroIIUXCs,
PEKOMEH/IyeTCsI B TEUEHUU Y4eOHOTO ro/ia PeryJsspHO IyOImKoBaTh HHPOPMAIUOHHBIE
MaTepHaJIbl, IOCBSIIEHHbIE OTAEJIPHBIM aclieKTaM WH(MOPMAIMOHHON 6e30I1acHOCTH, a
TaKKe Pa3INYHbIE MAMITKH O0IIero XxapakTepa.

B cpexctBax MaccoBoil uH(OpMamuM, OPHEHTHUPOBAHHBIX HA I€IaTOTHUYECKYIO
00IIleCTBEHHOCTh, PEKOMEH/YeTCs B TEeYEeHUH KaJIEHJApHOTO TOZla PEeryJsApHO
my6InKoBaTh MHGOPMAIMOHHBIE MaTePHUAJIbl, IOCBAIIEHHBIE OT/AEIbHBIM acIeKTaM
WHPOPMAIIMOHHOU 6e30MmacHOCTH KakK HECOBEPIIIEHHOJIETHHX, TaK u
o01eo0pa3oBaTeIbHBIX OpTaHU3AIUi, a TakKKe pas3jIndHble MaMATKH, 0030pbI
HOPMAaTHUBHO-IIPABOBOTO  PETYJIMPOBAaHUA JIaHHOW cdepbl ©W HWHPOPMAIUIO O
aKTyaJIbHBIX MEPOTIIPUATUAX U COOBITUSAX B JAHHOU cdepe.

B xome mnpomemenms EnwmHOoro ypoka 1o Oe3omacHOCTH B ceTu «VIHTepHET»
PEKOMEH/yeTCsI O0ECHEYNTh BBIMYCK TEMATUUYECKOTO BBIMYCKA CPEACTBA MAacCCOBOU
nHGOpPMAIUHU JTUO0 cepuU MyOJINKAIUH, CPEAN KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE
MEpOIPUATUS JJIsI O0yYamImuXcs, UX poAuTesed (3aKOHHBIX IPEICTaBUTENIEH) U
IeZIarOruyecKou 0OIeCTBEHHOCTH.

Odununansabsie HTEpHET-pecypChI

OO11e06pa3oBaTesIbHBIM OpPraHU3alUAM PEKOMEH/yeTcs Ha CBOUX OQUIIMATBHBIX
HHTepHeT-pecypcax  obecrieunth  (QYHKIHMOHUPOBAHHE  CAMOCTOSATENIBHOTO |
CHEUTN3UPOBAHHOTO paszaen «MHdpopmanumoHHass 0e30MacHOCTh», B paMKax
KOTOPOTO IpeAyCMOTPEeTh pazMellleHue cieayoileil nHopMaIun:



Paznen/monpasnen

dopmar
NpeacTaBIeHus
MaTepHuaJIoB

Couepma}me MaTepuaioB

JlokanbHbIE
HOPMAaTHBHEIE
chepe
MH(POPMAIIMOHHOM
0€301MacHOCTH
00yJaronuxcs

aKThl B

obecnieuenus Komuu TOKyMEHTOB

B (hopmare *PDF

Pazmemarorcss konmuuM JOKYMEHTOB, T.€.
CKaHUPOBAHHBIA BapUaHT JIOKYMEHTAa,
COOTBETCTBYIOIIMKA  TpeOOBaHUSIM K
napaMmerpam CKaHUPOBAHUSL.
Paszmemarorcs JOKYMEHTBI,
periaMeHTUPYIOIIUE  OPraHu3aluil U
paboTy C TEpCOHANBHBIMU JIaHHBIMH,
IUTAHBl MEPONPUATHH 10 00eCIeyeHHUI0
uH(}pOpMaITMOHHOM 0€301acHOCTH
00ydJaronmxcs u Apyrue.

HopmatusHoe
perynupoBaHue

Kommmn
JTIOKYMEHTOB B
dopmare *PDF

[Ty0nuKyroTCst akTyalibHblE CBEACHUS 00
benepanbHbIX u pErMOHaNbHBIX
3aKOHAaX, NHUCbMax OPraHoB BJIACTU H
Ipyrue HOPMAaTHUBHO-IIPABOBBIE
JIOKYMEHTHI, peTiIaMEeHTUPYIOLIE
obecrieueHue uH(pOpPMallMOHHON
0€30MacHOCTH  HECOBEPIIECHHOJIETHUX.
JomyckaeTrcsi BMECTO KONUU pa3MelaTh
TUIEPCCHUIKM  Ha  COOTBETCTBYIOIIME
JOKYMEHThl ~ Ha  caiiTax  OpraHos
rOCyIapCTBEHHOM BJIACTH.

Ilegarornueckum
paboTHHKaM

Tekct Ha cTpaHuIe
caiita Komun
JIOKYMEHTOB B
dopmate *PDF

Pa3memarorcs
PEKOMEH/IALINY, u
nHpopManus 0
MPOEKTax u
HaIpPaBJIEHHBIX MOBBIIIICHHE
nH(GOPMALMOHHON IPaMOTHOCTHU
NeAarornyeckux paboTHUKOB.

METOINYECKHE
YKa3bIBACTCS
MEpPOIPUATHSX,
nporpaMmax,
Ha

OO6yyaromumes

TekcT Ha cTpaHuUIe
cauTa

Pasmeniaercs UH(POPMALMOHHAS
namsitka  (mpuwiokenne — Ne2) m
yKa3bIBaCTCSI uHpOpManUs 0
MEPOTIPUSITHSIX, IPOCKTax u
porpaMMax, HaIpaBICHHBIX Ha
MOBBIIIICHHE uH(MOPMaIMOHHOK
TPaMOTHOCTHU OOYUAIOIITHXCA.

Pomurensm (3aKOHHBIM
MIPEJICTABUTEIISIM )
oOyuaronuxcs

TekcT Ha cTpaHuLe
caurta

Pa3zmeniaercs UHPOPMALMOHHAS
namsTka (mpunoxenne Ne3).

Jlerckue  Oe3omacHbIC

TekcT Ha CTpaHULC

Pa3memaercs uHpopManus 0
PEKOMEHIYEMBIX K HCIOJb30BAHUIO B




CalThI caira yueOHOM mpoliecce 0e30MacHbIX CalTax,
OaHHEpBI 0E30MACHBIX JIETCKUX CAHUTOB.

OpraHam, OCyIIeCTBJIAIIINM yIpaBjieHue B cepe oOpa3oBaHUsA, peKOMeHJlyeTcsd Ha
cBoux odumuantbHblx  HTepHET-pecypcax  obecrneuuTh  (PYHKIMOHUPOBAHHE
CaMOCTOATEJIPHOTO W CHeNHaJIu3upoBaHHOTO  paszgen  «MHopmanuoHHaA
06e30I1acHOCTb», B paMKax KOTOPOrO IIPelyCMOTPETh pasMellleHue cieaylomei
nHpopManuu:




IIprnoxenne NO1

ITamarka
00 nH(OPMAIINOHHON 0€30IIaCHOCTH JeTeH

HEJIb341

1. Bcem moaps coo0IaTh CBOO YacTHYI0 WHGopManuoo (HacTosmue uMs, GaMuinio,
tesieOH, aZipec, HOMeP IIKOJIbI, a TaKKe poTtorpaduu CBOHU, CBOEH ceMbH U Apy3ei);

2. OTKpBIBATh BJIOKEHHBbIe (AlJIbl 3JEKTPOHHOM TMOYTHl, KOI/la He 3Haellb
OTIIpABUTEJIS;

3. I'pybuts, mpuaupaTbcs, OKa3bIBaTh /aBJIEHHWE — BeCTU ceOS HEBEXKIUBO U
arpeccHuBHO;

4. He pacmopsokaticss neHbraMu TBOeU ceMbu 0e3 paspeleHHs CTapIIuX - BCErza
CIIpaIIuBail poANTEIEN;

5. He Bcrpeuatica ¢ VHTEepHET-3HAKOMBIMH B pealbHOM JKU3HU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIITb.

OCTOPOXKHO

1. He Bce numryT npasay. Yuraems o cebe HempaBay B VlHTEpHEeTE — co00IM 06 3TOM
CBOUM POJIUTEJISIM HJTU OTIEKYHAM;

2. [IpuryiamaroT repenuchiBaThCs, UTPATh, 0OMEHUBATHCS - IIPOBEPD, HET JIM TIO/IBOXA;
3. HezakonHoe konmpoBaHue daiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBail B3pOCJIBIM O IpobJieMax B CETH - OHH BCET/Ia [IOMOTYT;

5. HCHOJ’IBSYﬁ HaCTpOfIKPI 06e30MacHOCTH U IIPUBATHOCTH, 4TOOBI HE II0TEPATH CBOU
AKKAYHTBI B COIICETAX U APYTUX ITIOpTaJIax.

MOXKHO

1. YBaxkaul Ipyrux moib30BaTesiei;

2. [Tosp3yenibess UHTEPHET-UCTOUHUKOM - JleJIall CChIIIKY Ha HETO;
3. OTKpBIBal TOJIBKO T€ CChUIKU, B KOTOPBIX YBEPEH;

4. O61maThes 32 MOMOIBIO B3POCJIBIM - POJUTENH, ONIEKYHBI U Q/IMUHUCTPAIMS CAalTOB
BCer/ia IIOMOTYT;

5. Ilpoiinm oOyuenme Ha caiiTte «CeTeBHYOK» U TOJyYH NACHOPT LH(GPOBOTO
rpakgaHuHal



IIpunoxenue N2 2

NuadopmMamunoHHaA IaAMATKA I O0yUAIOIUXCA /IS pa3MelleHuA
Ha opunuaabHbix IHTEpHET-pEcypcax

C KaKJIbIM T'O/IOM MOJIOJIEZKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIBHUKY OJHU U3
caMbIX aKTHBHBIX IT0JIb30BaTesieil PyHera. Mexxay TeM, IOMHMO OTPOMHOTO KOJTUUECTBa
BO3MOJKHOCTEH, MHTEPDHET HeceT W HpoOJieMbl. JTa MaMATKA JOJKHA TOMOYbL Tebe
0e30I1aCcHO HAaXOAUThCS B CETH.

KoMmnbsroTepHble BUPYyChI

KoMnbpioTepHBII BHUpPYC - 3TO PA3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJIMUYUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJISETCA CIIOCOOHOCTh K pPa3MHOXKeHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT MOBPEIUTh WUJIU MHOJHOCTbIO YHUYTOXKUTH BCE
daiiiel W JaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENIO, OT HWMEHH KOTOPOTO ObLia
3amyllleHa 3apak€HHasg IporpaMMa, a TakKe IOBPeIUTh WU Ja)Ke YHUUTOXKUTD
OTIEPAIIMOHHYI0 CHCTEMY €O BceMH (ailaMu B I[eJIOM. B OOJBIIMHCTBE CJIydaeB
pacIpOCTPAHAIOTCH BUPYCHI Yepe3 NHTEPHET.

MeToabI 3alIUTHI OT BPEJOHOCHBIX IIPOTPaMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbBIE OII€epallnOHHbIE CUCTEMbI, UMEIOIIHE CGpBéSHBIfI YPOBEHDb
3allIUThI OT BPEAOHOCHBIX ITPOT'PAMM;

2. IlocTrossHHO ycTaHaBiaWBai mautu (IU¢poBbIe 3aIIaTKU, KOTOPhIE aBTOMATHYECKU
yCTaHABJIUBAIOTCA C II€JIBI0 JOPAaOTKH IPOrpaMMbl) U JpyrHe OOHOBJIEHHS CBOEH
omepanuoHHOU cucTeMbl. CKauMBall UX TOJIBKO ¢ OPUIIHAIIFHOTO caliTa pa3paboTYnKa
OC. Ecm cy1iecTByeT peKUM aBTOMAaTHUECKOTO OOHOBJIEHU I, BKJIIOUH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE I10/ ITpaBaMM I10JIb30BATEJIA, a HE aAMHUHHCTPATOpPAa.
ITO He I03BOJIUT 6OJ'II>IIII/IHCTBy BPpEAOHOCHBIX ITPOrpaMM HHCTAJJIMPOBATBCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcionib3yii aHTUBUPYCHBIE MPOTPaMMHbBIE ITPOAYKTHI U3BECTHBIX IPOU3BOTUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pusnyecKul OCTyI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIUII;

6. Vcniosip3yll BHeITHUE HOCUTENN WH(OpMaLU, Takue Kak dJelika, JUcK Win daini
13 UHTEPHEeTA, TOJIbKO U3 ITpodepeHHBbIX UCTOUHUKOB;

7. He oTKpbIBali KOMIbIOTEPHBIE (hAMJIBI, TTOJyYEHHbIE U3 HEHAJEKHBIX UCTOYHUKOB.
Haxe Te ailpl, KOTOPbIe MPUCJIAI TBOU 3HAKOMBIU. JIyullle yTOUHU y HETO, OTIIPABJIAI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ mepefadu JTaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpEH/], MapKa.
Eme B 1991 rogy HujepsiaHAcKas KoMnaHus 3aperucrpuposaia 6pers « WECA», garo
obo3Hauasmo ciaoBocouyeTanue «Wireless Fidelity», koropslii mepeBoguTcA Kak
«becTpoBOIHAS TOUHOCTD».

Jlo Hamero BpeMeHHM JoluIa Jpyras ab0peBuaTypa, KOoTopas fABJSETCA TaKOU Ke
TexHoJiorueil. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHue ObLJIO JaHO C HAMEKOM Ha



CTaHZIAPT BBICHIUM 3ByKOoBOUM TexHuku Hi-Fi, 4To B mepeBojie 0O3HAUaeT «BBICOKAs
TOYHOCTB>.

Jla, becIutaTHBIM MHTEPHET-ZOCTYI B Kade, OTeNsAX U adPONOPTaxX ABJISAETCA OTIMIHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOrHMe B3KCHEPThI CYUTAIOT, YTO
obmmemoctynasie Wi-Fi cetn He sIBaAIOTCA 6€30IMaCHBIMM.

CoBeTshlI 0 0e30IMaCHOCTH padoTe B O0IIEAOCTYIMHBIX ceTax Wi-fi:

1. He mepenaBaii cBoio JiImuHyI0 wWHpopMaruio depes obmenoctymabie Wi-Fi certu.
Paboras B HUX, ’KeJIaTeJIbHO He BBOJIUTH IAPOJIU JIOCTYIIA, JOTUHBI M KaKHe-TO HOMEPA;

2. Vcrosip3yii 1 OOHOBJISI aHTHBUPYCHBIE IIPOTPaMMBbI 1 OpaHaMayep. TeM caMbIM ThI
obe3omnacuIlb cebs OT 3aKaYKH BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu wucnoswszoBanmu Wi-Fi otwioun ¢yuknuio «O6muil goctyn Kk daiiam u
npuHTepam». JlaHHasg QYHKOUA 3aKphiTa 1[I0 YMOJTYAHUIO, OJIHAKO HEKOTOPBIE
[I0JIb30BaTEIN aKTUBUPYIOT €€ JIJIf y/100CTBA UCIIOIb30BaHUsA B paboTe 1in yuebe;

4. He ucrnionpayi myosmuasiii WI-FI s nmepefaun JIMYHBIX JIAHHBIX, HAIIPUMEDP JJIA
BBIXO0/Ia B COLIMAJIbHbIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Imonb3y¥ TOJIBKO 3aiuineHHoe coenuHeHue yepe3d HTTPS, a we HTTP, T.e. npu
Habope BeO-apeca BBOAU UMeHHO «https://»;

6. B wmoOmibHOM TestepoHe OTKIIOUN (yHKIHIO «Ilogkaouenne k Wi-Fi
aBpToMaTuuecku». He /momyckail aBTOMaTUYECKOTO IOJIKJIIOYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COI.II/IaJII)HI)Ie ceTn

COI_[I/IaJ'IbeIe CETHU aKTHBHO BXOJAT B HAIly KM3Hb, MHOTI'HE JIIOAU pa60Ta10T u XKHUBYT
TaM IIOCTOAHHO, a4 B Facebook YXKe 3apETUCTPUPOBAH MUJIJIMAPA YEJIOBEK, UTO ABJIACTCA
OZLHOfI CGI[I)MO?I BCeX JKUTeJIEW IIaHeThbl. MHOTHe II0JIb30BaTeu He IIOHNMAIOT, 4YTO
I/IH(I)OpMaIII/IH, pa3sMElieHHad HMHKH B COIHAJIbHBIX CETAX, MOZKET OBITH HafmeHa u
HCIIOJIb30BaHA KEM YyIrOJHO, B TOM YHCJI€C HE 00s3aTesIbHO ¢ OJIaruMH HaMEpEHUAMU.

OcCHOBHBIE COBETHI IO 0E€30IIaCHOCTH B COIMMA/IbHBIX CETAX:

1. OrpaHUYb CHUCOK Jpy3ei. Y Tebs B APYy3bsAX HE JOJDKHO OBITh CIIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiai cBO YacTHYIO KU3Hb. He ykaswiBail maposiu, TesedoHbl, ajipeca, JaTy
TBOETO POXJIEHUA U JIPYI'yI0 JIMYHYI0 WHQPOpMaNUi0. 3J0YMBIIUIEHHUKU MOTYT
HCIOJIb30BaTh Ja)ke MHQPOpPMAIUI0 O TOM, KaK Thl U TBOU POJUTENH IJIAHUpYyeTe
IIPOBECTU KaHUKYJIbI;

3. 3amuman cBOIO PEIyTaIvIo - IEPKU €€ B YMCTOTE U 33J1aBail cebe BOIpOoC: XOTe Obl
ThI, YTOOBI JPYTHE TI0JIH30BATENIH BUEJIU, UYTO ThI 3arpyskaemib? [logymait, mpexae uem
YTO-TO OIIyOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecyii THI TOBOPUIIB C JIIOJIBMU, KOTOPBIX He 3HAelllb, HE UCIOJIb3YH CBOE peasbHOe
UMs U JPYTYIO JUUYHYI0 HHQOpMaALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U IIpoYee;

5. 36eraii pazmenienus ¢ororpaduii B IHTepHeTe, r7ie Thl N300pa*keH Ha MECTHOCTH,
10 KOTOPOU MOKHO OITPEJIeJINTh TBOE MECTOIIOJIOKEHHE;



6. [Ipu perucrpauu B COIUAIBHON CETH HEOOXOUMO UCII0Ib30BaTh CIIOKHBIE TTAPOJIH,
cocrosmue 13 OyKB U udp U ¢ KOJIMYECTBOM 3HAKOB HEe MeHee 8;

7. JIJ11 conuaibHON CeTH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BATh Pa3HBIE
maposiu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBINJIEHHUKH TOJIyYaT JOCTYI TOJIBKO K
OTHOMY MECTY, a He BO BCe cpaay.

JJIEKTPOHHBbIE JE€HbI'NU

DJIeKTPOHHBIE IEHBIH — 3TO OYE€Hb YAOOHBIA CIOCOO IIaTeKel, OTHAKO CYyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3T JIEHBI'H.

BJIeKTpOHHbIe J€HbI' IIOABUJIMCH COBCEM HeJaBHO M MMEHHO H3-3a 3TOI'O BO MHOI'MX
rocygapCrsax a0 CHX IIOp HE IIPOIIHCaHO IIPpO HHUX B 3aKOHaX.

B Poccum xe oHM (GYHKIMOHHPYIOT U O HHUX YK€ IPOIHCAHO B 3aKOHE, IIe HX
PasesIAIoT Ha HECKOJIBKO BH/IOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3zHuIla B TOM, UTO
AaHOHHMMHBIE - 9TO Te, B KOTOPBIX paspeliaercs IIPOBOAUTH omepamuu 06e3
ueHTUUKAIUN TI0JIb30BaTeIsA, a B HEAHOHUMHBIX HAEHTU(HUKAIIUN I10JIb30BaTEIs
ABJIAETCS 00A3aTeIbHOM.

Tak:ke ciemyeT pa3adyarh 3JI€KTPOHHBIE (UATHBIE JeHbI'H (PaBHBI TOCY/IApCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(pUATHBIE IEHbI'U (He PaBHBI TOCY/IaPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI IO 0€30IMaCHOI pa60Te C OJICKTPOHHBIMMH J€HbI'aMM:

1. [IpuBskHM K cueTy MOOWJIBbHBIN TesieOH. ATO caMbIidl YAOOHBIH U OBICTPHINA CIIOCOO
BOCCTAaHOBHTb JIOCTYII K cueTy. [IpuBsA3aHHbBIN TesleOH MOMOKET, €CIU 3a0yAelTb CBOU
IUTATEXKHBIHA IMapOoJTh WU 3aIelTh HAa CAalT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. VMcnoss3y# ofiHOpa3oBble maposu. [lociie mepexosa Ha yCHJIEHHYIO aBTOPHU3AIUIO
Tebe y)ke He Oy/IeT yrpoKaTh OIIaCHOCTDb KPAXKU WJIH IepexBaTa IIJIaTesKHOTO apoJis;

3. Beibepu cyiokHBIN mMaposib. IIpecTymHUKaM OyZeT He IPOCTO yrafaTh CIOKHBIHA
napoJsib. Hazie’kHble Tapoii — 3TO MapOJIM, KOTOPBIE COZlepKaT He MeHee 8 3HAKOB U
BKJIFOUAIOT B ceDsl CTPOUHBIE U MPOIHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JIoJutapa, GyHTa, BOCKJIMIATeIbHBINA 3HaK U T.11. Hampumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE JJAHHBIE HA CAaliTaX, KOTOPHIM HE JJOBEPSIEIIb.
dJIeKTPOHHAasA MoYTa

DJIeKTPOHHAA MOYTa — 3TO TEXHOJIOTUA U IMPeIOCTaBJIsIeMble €10 YCIYTU 10 IlepechLiiKe
U TIOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PACIPENEIISAIOTCA B KOMIIBIOTEPHOM
cetu. OOBIYHO JJIEKTPOHHBIA IOYTOBBIN SAIIUK BBIMJIAIUT CIEAYIONUM 00pa3oM:
HMMs_II0JIb30BaTeIA@UMA_JIoMeHa. Tak:ke Kpome Iepeiauyl MPOCTOTO TEKCTa, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (ailsbl.

OcCHOBHBI€E COBETHI IO 0€30IIaCHON PAadoTe C IJIEKTPOHHOM MOYTOM:

1. Hayto BeIOpaTh MpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE ecTh OTPOMHBIN BHIOOD
OecryIaTHBIX IIOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3HAaelllb U KTO
IIEPBBIN B PEUTUHTE;

2. He ykasbpiBail B IMYHOU MOYTe JUUHYI0 nHopmanuoo. Hanpumep, jyuiiie BEIOpaTh
«MY3BIKAIbHBIN__(paHAT@» WJIN «POK2013» BMeCTO «TeMal3»;



3. Hcmonp3yil AByXATANHYIO0 aBTOPU3ANNI0. TO KOT/Ia IIOMUMO [TapoJisi Hy?>KHO BBOJIUTH
KOJI, IpUChLIaeMbli 1o SMS;

4. Bpibepu CyI0KHBIN maposib. JIJIA KaKAOTO ITOYTOBOTO SIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY IIapOJIib;

5. Eciu ecTh BO3MOXKHOCTh HalMcaTh CaMOMY CBOUM JIMUHBIA BOIIPOC, MCIIOJIB3YU 3TY
BO3MOYKHOCTb;

6. VMcnosb3yll HECKOJIBKO IOYTOBBIX ANIUKOB. IlepBBIN 11 YacTHOU IIepPENUCKU C
aJipecaTaMu, KOTOPBIM ThI JJOBepselNlb. TO 3JIEKTPOHHBIN aJipec He HaJl0 UCIO0JIb30BaTh
IIpU perucrpanuu Ha ¢popyMax U cauTax;

7. He oTKpbIBaul ¢aliyibl U IPyTUe BJIOKEHUS B MUChbMaX JlaXke e€CJIM OHU MPUIILINU OT
TBOUX ZIpy3e. JIydllle yTOUHU Y HUX, OTIIPABJISLIN JIU OHU Tebe 5TH (DauIbl;

8. Ilocie oxkoHuaHus pabOThI HA MOYTOBOM CEPBHICE Iepe]] 3aKPHITUEM BKJIAJIKU C
caiiToMm He 3a0y/1b HAKaTh HA « BBIATH».

Kuo6epOy/L/IMHT WU BUPTyaJIbHOE U3/IeBaTeJIbCTBO

KI/I6ep6y.7UII/IHI‘ — IIpecjiegoBaHue COO6III€HI/IHMI/I, coaeprKalliuM OCKOp6JIeHI/IH,
arpecCuro, 3allyruBaHHueE; XYJIMTaHCTBO; COIWMAJIbHOE 60ﬁKOTHpOBaHHe C IIOMOIIBIO
Pa3JIMYHbIX MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYIITMHIOM:

1. He 6pocaiics B 60i. JIydmmii crioco0: MOCOBETOBATHCSA KaK ce0s BECTU W, €CJIH HET
TOTO, K KOMY MOKHO OOpPaTUThCSA, TO BHAUaJIe YCIIOKOUThCs. Eciu Thl HAaUHEINIh OTBeYaTh
OCKOPOJIEHUSAMHU Ha OCKOPOJIEHHSA, TO TOJIBKO elrfe O0JIbIIle Pa30KIKellh KOHQJIINKT,

2. YrpaBJisii cBoed KuOeppeInyTamuei;

3. AHOHUMHOCTb B CE€TH MHHMas. CYIIIeCTBYIOT CITI0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He crouT BecTH Xy/IMTaHCKUH 00pa3 BUPTYaJIbHOU *KU3HU. IHTepHET PUKCHUPYeET Bce
TBOM JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZEeT KpaiiHe 3aTPy/THUTEIHHO;

5. Cobto71al1 CBOM BUPTYaJIbHYIO YECTh CMOJIOZY;

6. UrHopupyil enmHUYHBIN HeratuB. OAHOPA30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIydirie urTHOpupoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4yaJIbHOU CTa NN,

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIIEHUSMU, B COIIMATbHBIX
CeTSIX eCTh BO3MOXKHOCTh OJIOKUPOBKU OTIIPABKH COOOIIIEHUH C OIIpEeIEIEHHBIX a/IPECOB;

8. Ecau T cBuzmerenp kubepOysuimHra. TBOM /IEHCTBUA: BBICTYHUTh IPOTUB
Ipecjie/ioBaTesid, IOKa3aTh €My, 4YTO ero JeWCTBUS OIeHUBAIOTCA HeraTUBHO,
MIO/IJIEPKATH JKEPTBY, KOTOPOU Hy KHA IICUXOJIOTUYECKAs IIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢aKTe arpecCUBHOIO IIOBEJIEHUS B CETU.

MobwupHBIH TenedhOoH

CoBpemenHble cMapTOHBI U IUIAHIIETHl COZlep>KAaT B cebe BIOJHE B3POCJIBIHI
pyHKIIMOHAJ, W Temepb OHU MOIYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMU



KoMmIbioTepamMu. OTHAKO, CPEICTB 3AIUTHI JJ1 TOA00HBIX YCTPOMCTB OKA OYE€Hb MAaJIo.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIA
ITK, To ke camoe KacaeTcs U MOOUIbHBIX IPUJIOKEHUH.

CoBpemeHnHble MOOWJIbHBIE Opay3epbl yKe MPAaKTUUEeCKd JIOTHAJIN HACTOJIbHBIE
aQHAJIOTH, OJTHAKO paclIupeHue (PyHKIIMOHAIA BIeUYeT 32 OO0 OOJIBIIYIO CJIOKHOCTD U
MEHBIITYIO 3aIIHUIIEHHOCTD.

Jlayieko He Bce ITPOM3BOIUTENHN BHIIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHYECKHE
YA3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /Il 6€30IIaCHOCTH MOOHUJIBHOTO TesiedpoHa:

1. Huuero He sBsIeTCA IO-HACTOAIIEMY OecIiaTHBIM. By/ib OCTOpOXKeH, Beab Korjaa
Tebe mpe/taraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHUe-TO ILJIaTHbBIE
YCIIyTH;

2. Jlymaui, npexzae yem oTipaBuTh SMS, doto uinu Buaeo. Thl TOUHO 3HAEIb, I7I€ OHU
OyZyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OOHOBJIATH OIlEPAllIOHHYIO CUCTEMY TBOEro cMapTdOHa;
4. icioib3y# aHTUBUPYCHBIE IPOTPAMMBI JIJ11 MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy)1<a171 IMPUJIOKEHUA OT HEM3BECTHOI'O KCTOYHHUKA, B€/Ib OHU MOTYT COAEPXKATDH
BPEAOHOCHOE IIPOrpaMMHO€ O6€CH€‘-I€HI/IE;

6. ITocie TOro Kak ThI BBIMEIID C CAliTa, T/l BBOAWI JUUYHYIO HH(GOPMAIUIO, 3al/IH B
HacTpOUKU Opaysepa u yaaau cookies;

7. HepI/IOI[I/I‘-IeCKH HpOBepHﬁ KaKHe€ IlJIaTHbI€ YCIIYT'YM aKTUBHUPOBAHbI HA TBOEM HOMEPE;

8. JlaBail cBoii HOMep MOOWJIBHOTO TesiedoHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAEIIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth fmosyxeH OBITH BBIKJIIOUEH, KOT/Jla Thl MM He IOJib3yelnbcsa. He 3a0biBait
MHOT/Ia IIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 5TO KpPAacOUHBble, 3axBaThIBAIOIINE pa3BJleueHNs,
00BEUHSIONIYE COTHH THICAY UEJIOBEK 110 BceMy MUpY. VITPOKU UCCIEAYIOT TaHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33J[aHUS, CPAXKAIOTCA C MOHCTPAMH H
IIOJIy4alOT OIBIT. 3a YAOBOJIBCTBUE OHU IUIATAT: IIOKYIIAIOT JUCK, OIIAUYUBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KaKHe-TO OIITUU.

Bce aTu cpezcTtBa uAyT Ha TOJJepKaHUWEe U Ppa3BUTHE WUIPHl, a TakKkKe Ha caMmy
6e3011acHOCTD: COBEPIIEHCTBYIOTCS CUCTEMbI AaBTOPU3AIMH, BBIITyCKAIOTCA HOBbIE MATYU
(mudpoBeIe 3aIUTATKH JIJI IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaXXu
TBOETO0 I1ap0JId, HA KOTOPOM OCHOBaHa CHUCTEMa aBTOpHU3allNU OOJIBIIINHCTBA urp.



OcCHOBHBIE COBETHI IT0 0€30IMaCHOCTH TBOETr0 UTPOBOTO AKKAYHTA:

1. Ecstm pyroit urpok BezieT ce0s MI0X0 WU co37aeT Tede HEMPUATHOCTH, 3a0JIOKUPYH
€T0 B CIIFICKE UTPOKOB;

2. Iloxamyiica aaMHHHCTpATOpaM WIrPbl Ha IUJIOXO€ IIOBEJEHUE OTOr0 HUIPOKa,
JKeJIaTeJIbHO MMPUJIOKUTH KaKHhe-TO JJ0Ka3aTeJIbCTBA B BU/IE€ CKPUHOB;

3. He ykaspiBaii 1nuHyo nHGOpMAIMIO B Ipogaiisie Urphl;
4. YBaxKal Ipyrux y4uacTHUKOB 110 UTPe;

5. He ycranaBsuBaii HeopuiimaabHble MaTYU U MOJIbI;

6. Vlcriosip3yH cJ10KHBbIE U Pa3Hble ITapoJIy;

7. ,Z[a)Ke BO BpeéMA HUI'PbI HE CTOUT OTKJ/IIOUATb aHTHUBHPYC. IToxa ThBI Uurpaeiib, TBOU
KOMIIBIOTED MOTIYT 3apa3uTh.

POUuIMHT WIH Kpaxa JJUIYHDbIX JaHHbIX

OOBIYHOM Kpa)l{eﬁ A€HEr U JOKYMEHTOB CEroJgHd y»Xe€ HHMKOI'O H€ YyAWBUIIIb, HO C
Pa3BUTUEM I/IHTepHET-TeXHOJIOFI/Iﬁ 3JIOYMBINVIEHHUKHU II€PEMECTUJINCh B MHTEPHET, U
IIpOAOJIZKAI0OT 3aHUMATbCA «JIFOOMMBIM » AE€JIOM.

Tak mosIBUJIach HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYeCTBA UK (QUIINHT, TJIaBHas I€JTb
KOTOPOTO COCTOUT B TOJYyYE€HWH KOHQPUAEHIUATbHBIX JAHHBIX I10JIb30BaTEIed —
JIOTUHOB U mapoJieii. Ha anriuiickoMm sizbike phishing untaercs kak ¢pumuHr (ot fishing
— pBIOHAs JI0BJIA, password — MapoJib).

OcCHOBHBIE COBETHI MO 0OPHOE ¢ PUITHTHTOM:

1. CJIe]_II/I 3a CBOMM AaKKAyHTOM. Eciu TbI Imoao3peBacilib, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOZLI/IMO 3&6J'IOKI/IpOBaTI) ee u COO6I_I_[I/ITI> AIAMHUHHCTPpATOpaM pecypca
00 3TOM KaK MOKHO CKOpeEe;

2. I/ICHOJ'IBSYI‘/JI Oe30IacHbIE Be6-CaI>JITbI, B TOM 4YHCJIE€, HWHTEPHET-MarasuHoB U
IIOMCKOBBIX CCTEM,;

3. Ucnonp3yii coxkHbIe U pa3Hble nmaposu. Takum ob6pa3oM, ecyiu Tebs B3JIOMAIOT, TO
3JI0YMBIIIVIEHHUKY IOJIy4aT IOCTYII TOJIBKO K OTHOMY TBOeMY ITPO(UIIIO B CETH, 4 HE KO
BCEM;

4. Ecynt Tebs1 B3710MaUTH, TO HEOOXOIUMO TIPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOpbIE
nobaByeHbl y TeOS B JIPY3bSX, O TOM, UTO TeOs B3JIOMAaJTU U, BO3MOXKHO, OT TBOETO
“MeHHU Oy/leT pacchblIaThCA CIIaM U CChUIKU Ha (PUIITMHTOBbIE CAWTBHI;

5. YcranoBu HazieskHBIN naposib (PIN) Ha MOOMIIbHBIN TetedoH;
6. OTKJII0YY COXpaHEHUE TIapoJIsA B Opaysepe;

7. He oTkpwIiBail ¢aityipl U Apyrue BJIOKEHUS B MHUChMAaX JlaKe eCJIU OHU MPUIILIU OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJIAJIN JIU OHU Tebe 3TU (paiibl.

Hudposas penyranusa



[Mudposas pemyranus - 5TO HeETaTUBHAsA WJIN MO3UTHUBHAS WH(OpMAIUs B ceTU O Tebe.
Komnpomerupyomasa uHbopManus pa3MelleHHAas B UHTEPHETE MOXKET CePhe3HBIM
0O0pa3oM OTpa3UTHCSA Ha TBOEH peasibHOU Ku3HU. «I[udpoBas pemyranusa» - 3T0 TBOU
MMU/IK, KOTOPBIX (popmupyercs u3 nHbopmaiuu o tebe B UHTEPHETE.

TBoe MecTO IKUTENbCTBA, y4ueObl, TBOoe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapaKTepa U PacCKasbl 0 OJIU3KHX - BCE 3TO HAKATLJIMBAETCS B CETH.

MHor1e IOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAIINY JIMYHOU HHDOPMAITUH B
HuTepHeTe, HE MOHUMASA BO3MOKHBIX ITOCIeACTBHUI. ThHI Take HE CMOXKEIb JOTaaThCs
0 ToM, uTo oTorpadus, pa3MelleHHas 5 JeT Ha3ajl, cCTajla IPUUYNHON OTKa3a MPUHATh
Tebs1 Ha paboTy.

KommenTapuu, pasmemieHue TBoux d¢ortorpaduil U [Apyrue AeWCTBHSA MOTYT He
HCUE3HYTh JlasKe IOCJIe TOTO, KaK Thl UX YJIHIIb. Thl He 3HAEIb, KTO COXPAHUJI 3Ty
nHpoOpManuoo, Ionajga JU OHA B IMOUCKOBBIE CHUCTEMBI M COXpPaHWJIACh JIM OHA, a
IJIaBHOE: UTO IMOAYMAalOT 0 Tebe OKpy:Kalollee JII0JIU, KOTOpble HAWJyT U YBUJAT 3TO.
Haiitu mHGOpMAaIINI0 MHOTO JIET CIIYCTsI CMOKET JII000H - KaK U3 JIOOPBIX OOy KAEHUH,
TaK ¥ C HAMEepEeHHUEeM IPUUNHUTH Bpe. ITO MOXKET OBITH KTO YTOIHO.

OcHOBHBIE COBETHI 10 3a1UuTe MG POBOU perryTanum:

1. [logymaii, mpexze 4yeM 4TO-TO ITyOJIMKOBAaTh U NepejiaBaTh y cebs B OJiore WM B
COIIMAJILHOM CETH;

2. B HacTpoiikax mpodusisa yCTaHOBH OTPAaHUYEHHUs HA IIPOCMOTP TBOEro MpoQUIs U ero
COJIEP>KUMOTO, C/IEIaH €T0 TOJIBKO «JIJISI IPY3€i»;

3. He pasmernaii u He ykasbiBaii nH(pOPMAI[H0, KOTOPas MOKET KOr0-JIH00 OCKOPOJISThH
WJIA O0UKATD.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKOJBHUKH- AaKTUBHBIE II0JIb30BaTENN IU(PPOBOrO IPOCTPAHCTBA.
OnmHako Jajleko He BCe 3HAKT, YTO II0JIb30OBaHHME MHOTHMH BO3MOKHOCTSIMH
IuHPOBOTO MUpa TPeOyeT COOTIOEHHS ITPAB HA UHTEJUIEKTYIbHYI0 COOCTBEHHOCTD.

TepMUH «HHTEIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAsA C HOBBIX HM300pPETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HAa MPOJYKThI M YCJIYTU , W 3aKaHYMUBasg KHHUTamu, dororpadusmu,
KUHOQUIBMAaMU U My3bIKaJIbHBIMU IIPOU3BEJ€HUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYJIPHYIO0 COOCTBEHHOCTh HA TPOU3BE/IEHUS
HAyKH, JINTEPATYPHI U UCKYyCCTBA. ABTOPCKHE IPaBa BBICTYMAIOT B KAUECTBE TapPAHTUU
TOTO, UYTO UHTEJIJIEKTYaIbHBIM/TBOPUECKUH TPy aBTOpa He Oy/AeT HallpACHBIM, IaCT €My
CIIpaBe/IJIUBbIE BO3MOXKHOCTU 3apaboTaTh HA pe3yJsIbTaTaX CBOETO TPYZAA, MOJIYIUTH
M3BECTHOCTH U NpusHaHue. Hukro 6e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BO/IUTH
ero Ipou3BeleHHe, PpacHpOCTPaHATh, IyOJUYHO JEeMOHCTPUPOBATh, IIPO/ABATh,
MMIIOPTHUPOBATh, IIyCKaTh B MPOKAT, MyOJIUYHO UCHOJIHATD, IOKA3bIBATh/UCHOJIHATD B
acdupe wnu pazmemniars B VIHTEpHETE.

Hcnonp3oBaHME «IMHUPATCKOTO» MPOTPAMMHOTO OOECIeueHUsI MOJKET NPUBECTH K
MHOTHM pHCKaM: OT IIOTEPH JIAHHBIX K TBOMM aKKAyHTaM [0 OJIOKUPOBKH TBOETO
YCTPOUCTBA, TJIe YCTAHOBJIEHHBIN He JieraJibHas mporpamma. He cTout Tak:ke 3a0bIBaTh,
YTO CYII[ECTBYET JIeTaIbHBIE U OecIIaTHbIE TPOTPAMMBbI, KOTOPbI€ MOKHO HAUTU B CETH.



O nmoprane

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
06e30MacHOCTH B CETH IMOHATHBIM U JIOCTYIIHBIM $I3BIKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKOH CHUTyallUd OOpaTUTBhCSA 3a COBETOM. A TakKe NPUHATH y4yacThe B
KOHKYpCax U CTaTh CaMbIM ITU(POBBIM IPAKAAHNHOM!

IIpuinoxenue NO 3

ITamaTka oA poauTeaen 00 HHPOPMAIIOHHON 6€30IIaCHOCTH
aereu

OmpeneneHne TepMHHA «HH(MOPMAIMOHHAS 0€30MacHOCTh JEeTel» COMEPIKUTCA B
®enepanbHoMm 3akoHe N2 436-P3 «O zamuTte gereld or ”HGOPMAIUK, TPUUUHSAIONIEN
Bpe/l UX 3/I0POBBIO U PA3BUTHUIO», PETYJIMPYIOIIUM OTHOIIIEHU S, CBSI3aHHbIE C 3alUTON
JleTeli OT WHGOpPMAIUM, MPUYUHAIOINEA Bpel HX 3/I0POBbI0 U (WJIHM) Pa3BUTHUIO.
CorstacHO TaHHOMY 3aKOHY «HWH(pOpMamuoHHasi 0€30MacHOCTh JeTel» - 3TO COCTOSHUE
3alUIIEHHOCTH, MPH KOTOPOM OTCYTCTBYeT PHCK, CBS3aHHBIM C IIPUUYMHEHUEM
nHopMaIue Bpea ux 3/I0pOBbI0 U (Wn) GU3NIECKOMY, ICUXUUYECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuwiry ®enepanbHoro 3akoHa N2 436-O3 wundbopmainuend, NTPUUUHAIOIIEN Bpe/
37I0POBBIO U (MJIN) Pa3BUTHIO JIeTEH, IBJISIETCS:

1. mHpOpMAaIUS, 3aTIpelleHHas /I PACIPOCTPAHEHUS CPeU JAeTel;

2. nHdOpMaIus, pacIpocTpaHEHHEe KOTOPOU OTPAaHUYEHO CPEIH JIeTel OIpe/leJIEeHHbIX
BO3PACTHBIX KATETOPHH.

3. K uadopmanuu, 3anpenieHHOM JJ1s pacpoCTpaHeHUs CPeau AeTel, OTHOCUTCH:

4. uHopmanus, moby:kaamoInas JeTeld K COBEPIIEHUI0 JeHCTBUH, MPeCTaB/IAIOIINX
yIrpo3y WX >KU3HU U (WJIM) 3/I0POBBIO, B T.4. IPUYNHEHHUIO BpPEJla CBOEMY 370POBBIO,
CaMOyOHHCTBY;

5. CIIOCOOHOCTHh BBI3BATh y JIeTeH »KeJlaHWEe YMOTPeOUTh HAPKOTUYECKUEe CPEeJCTBA,
ICUXOTPONHble ¥ (WiM) OAypMaHHUBAIOIINE BeIleCcTBa, TabayHble U3JIeJus,
AJIKOTOJIPHYIO U CIIMPTOCO/IEPKAIILYIO ITPOJIYKITUIO, IMBO ¥ HATUTKHU, U3TOTABJINBAEMbIE
Ha €ero OCHOBe; IPHUHATh yYacTHE B a3apTHBIX WUTrpax, 3aHUMATHCS IMPOCTUTYLIHEH,
OPOASIKHUYECTBOM WJIM MOMPOIIaUHUYECTBOM;

6. OOOCHOBBIBAIOIASl WJIM OIPABABIBAKINAA JOIMYCTUMOCTh Hacwiaus # (wim)
JKECTOKOCTH JIH0O TMOOYXKAatoIiasi OCYIIECTBJIATh HACUJIbCTBEHHBIE JIEUCTBUS IO
OTHOILIEHUIO K JIIOAAM U KUBOTHBIM;

7. OTpUIlAIONIAsA ceMelHble IeHHOCTH U GOopMUpYOIIas HeyBa)KeHHe K POAUTENSAM U
(wu) ApyTUM YJIeHaM CEMbH;

8. ompaspIBaloIasi MPOTHBOIIPABHOE ITOBEJIEHUE;
9. cofieprKallas HelleH3ypHyo OpaHb;

10. coziepakaiiiasd nHQOpMaIUIO MOPHOTrpadpUIeCcKOro Xxapakrepa.


http://vip.1obraz.ru/#/document/99/902254151/
http://vip.1obraz.ru/#/document/99/902254151/
http://vip.1obraz.ru/#/document/99/902254151/

K nndopmarnuu, pacupocrpaHeHre KOTOPOH OrpaHUYeHO CpeJy JieTel oIlpe/iesIeHHOIO
BO3pAacTa, OTHOCUTCA:

1. uHpOpMaIlHs, IPECTaBIsAeMas B BU/e U300paskKeHUsI WMJIM OIHCAHUsS JKECTOKOCTH,
¢usmyeckoro u (WIM) TICUXWUYECKOTO HACWIMsA, MPECTYIUIEHHS WJIM WHOTO
aHTHOOIIECTBEHHOIO IEHUCTBUS;

2. BBI3BIBAIOINAS y JeTel CTpaX, y»Kac WM MAaHUKYy, B T.Y. MPEJACTaBisieMas B BU/JIE
M300pakeHusl WM OIKMCAHUA B YHIDKAIOIIEH 4YeJIOBEUEeCKOe JIOCTOMHCTBO dopme
HEHaCWJIbCTBEHHOHN cMepTH, 3a001eBaHNsA, caMoyOuiicTBa, HECUACTHOTO CiIydasi, aBapuu
WJIN KaTacTpodbl U (MJIK) UX MOCIIE/[CTBU;

3. IIpejicTaBysieMasi B BU/ie U300pakeHU WJIM ONUCAHUS ITOJIOBBIX OTHOIIIEHUH MEXKIY
MY>KYUHOU U JKEHIINHOMN;

4. coZlep>kaiias OpaHHbIE CJI0BA U BBIPAXKEHU A, HE OTHOCAIIMecA K HelleH3ypHOI OpaHu.

C yuetroMm aToro Bam npezararorcs mpaBuiia paboThl B ceTH VIHTEpHET JJTsT pa3IUIHbBIX
BO3DACTHBIX  KaTeropui,  coOJIIOZleHHe  KOTOPBIX  ITO3BOJIUT  O0ECIeYuTh
WH(POPMAIIMOHHYI0 6€30ITaCHOCTD BaIlIUX JIETEH.

OOmrve mpaBuJIa I POAUTETIEH

1. HesaBucumo ot BO3pacra pe6eHKa HCHOJIBSYIZTG IIporpaMMHOE O6€CH€‘I€HI/I8,
IIoMoraroiiee (I)I/IJII)TPOBaTI) N KOHTPOJINPOBATb I/IH(I)OpMaIII/IIO, HO He IIoJIaranuTech
IIOJIHOCTHIO HA Hero. Ballle BHUMaHUE K p668HKy - TJIaBHBIN METO/ 3alllUThI.

2. Ecsiu Bainn pebeHOK MMeeT aKKayHT Ha OJTHOM M3 COIMaIbHbIX cepBrcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMAaTeJbHO HBYYHUTE, KaKyI0 HH(POPMAIUIO
IIOMEIAIOT €r0 YYaCcTHUKH B CBOMX NMPOPWIAX M OsioraxX, BKIoUas Qororpadpuu u
BU/IEO.

3. IIpoBephbTe, ¢ KaKUMH JIDYTHUMH CaWTaMH CBSI3aH COLMAJIbHBIA cepBUC Barrero
pebenka. CrpaHuuku Barero pebeHka MOryT OBITH 0O€30IIaCHBIMU, HO MOTYT U
COZIEP?KATh CCHUIKU Ha HelKeJlaTeJIbHbIE U OTaCHbIE CAHTHI (HapuMep, TOPHOCAKUT, UIH
caliT, Ha KOTOPOM JpYyT YIIOMHHAeT HOMEP COTOBOTO TesjedoHa Baiero pebeHka wim
Barm qomamiauii aapec)

4. IoonipsitTe Bammx aereit coobmars 060 BCEM CTPAHHOM WJIM OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupymnTe, KOTJia OHU 3TO JieJ1aloT (13-3a OMACeHUs IMOTEPATH IOCTYIl
Kk VHTepHeTy JieTH He TOBOPAT POJAUTENAM O IpobseMax, a Take MOTYT HayaTb
HCIIOJIb30BaTh MIHTEpHET BHE JI0MA U IITKOJIbI).

5. ByznbpTe B Kypce ceteBoii ku3HU Barero pebenka. lHTepecyidTech, KTO UX JIPY3bs B
VIHTepHET TakK ke, KaK UHTEePeCyeTeCh PeaIbHbIMU PY3bsIMHU.

Bo3spacr ot 7 1o 8 et

B VHTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WJIM MHbIE CAUTHI,  BO3MOXKHO U YaThl,
paspellleHde Ha TOCElleHWe KOTOPBhIX OH He MoJydyusa Obl oT poautesneu. [losTomy
pomuTessiM OCOOEHHO TOJIE3HBI OyAyT Te OTYEThl, KOTOPbIE IPEAOCTABIISIOTCS
IIporpaMMaM{ IO OTPaHUYEHHUIO HCIOJb30BaHUs HHTepHera, T. e. PoauTenbckuit
KOHTPOJIb WJIM TO, YTO BbI CMOJKETE YBUJIETH BO BpeMeHHbIX daiiax. B pesysabrare, y
pebeHka He OyZleT OIIYIIEHHs, UTO 32 HUM BEZETCS ITOCTOSHHBIN KOHTPOJIb, OHAKO,
poxnuTenu OyAyT IO-TIPEKHEMY 3HATh, KaKHE CANTHI IOCEIAeT nX pebeHOK. JleTu B



JTAHHOM Bo3pacTe o00JIa/IaloT CHJIBHBIM UYBCTBOM CEMbH, OHU JIOBEPUMBBHI U He
COMHeBaloTcs B aBToputerax. OHU JIIO0AT UTPATh B CETEBBIE UTPHI U IIyTEIIeCTBOBATH 10
UHaTepHeTy, HCHOJB3Yys SJIEKTPOHHYIO IIOYTY, 3aXOAWUTh HAa CAUTBHl M YaThl, He
PEKOMeH/I0OBaHHbIE POAUTEAMH.

CoBeTslI Mo 0e30macHOCTH B ceTu IHTEpHET /14 neTe 7-8 et

1. Co3maiiTe CIIMCOK JOMAIITHUX ITPaBUJI MOCEIIeHs VI HTepHeTa MPU yYacTUH JeTed U
TpeOyiTe ero BHITTOTHEHHU.

2. TpeOyiiTe or Bamrero pebeHka coOJIOZleHUS BPEMEHHBIX HOPM HAXOXKIEHUS 3a
KoMmIibioTepoM. [Tokaskute pebeHKy, uTo Bbl HabJromaeTe 3a HUM He IMOTOMY 4TO Bam
ATO XOYETCs, a TOTOMY UTO BbI GecriokouTech 0 ero 6€30MacHOCTH U BCETIa TOTOBBI €My
IIOMOYb.

3. Komnbrotep ¢ noaksroueHueM K MIHTEpHETY /IOJIPKEH HaXOAUTHCS B OOIeld KOMHATe
10/, IPUCMOTPOM pPOJIUTETIEN.

4. I/ICHOJII)S}’I‘/JITG Cliequa/ibHbI€ JETCKHE IIOMCKOBbIEC MAIIIM1HbI.

5. Ucnonp3yiiTe cpesicTBa 0JIOKUPOBAHUS HEXKeJIaTeJIbHOTO KOHTEHTA KaK JIOMOJIHEHUE
K CTaHZIapTHOMY PouTeIbcKOMY KOHTPOJIIO.

6. CospaiiTe ceMeHHBIH SJIEKTPOHHBIN SIUK, YTOOBI HE IO3BOJIUTH JIETAM HMETh
cobCTBEHHBIE ajipeca.

7. B]IOKPIp}’fITB AOCTYII K caiitaM ¢ OecCIJIAaTHBIMHU ITOYTOBBIMH AMWKaMH1 C IIOMOIIIBIO
COOTBETCTBYIOIIETO IIPOTPAMMHOTIO obecrieueHus.

8. Ilpuyuure pgereil cOBeTOBAaThCSA € Bamu mepes OmMyO/JMKOBaHHMEM KaKOW-TUOO
“HOpMAIIMU CPEeJCTBAMU 3JIEKTPOHHOU IOUTHI, YAaTOB, PETrHCTPAIIMOHHBIX (HOPM H
npoduieH.

9. Hayuure nereii He 3sarpykarb Gailibpl, NMpPOrpaMMbl WJIM MYy3bIKy 0Oe3 Ballero
COTJIACHS.

10. He paspemaiiTe [AeTsM HCIOJIb30BaTh CIY:KObI MIHOBEHHOro oOMeHa
COOOIIEHUAMMU.

11. B «OesbIii» CIIUCOK CANTOB, pa3peIeHHbBIX /IS ITOCEIEHH s, BHOCUTE TOJIBKO CAUTHI C
XOPOIIIEN pernyTaIuen.

12. He 3a0bIBatiTe OecesioBaTh C JIETbMU 00 UX JIPY3bsaxX B MIHTepHeTe, Kak ecyik Obl pedb
11 O IPY3bsIX B PeaIbHOH JKU3HH.

13. He genaiite «taby» 13 BOIPOCOB ITOJIOBOU KU3HU, TaK KaK B VIHTepHeTE €T MOTYT
JIETKO HAaTKHYTHCA HAa TOPHOTIPadUI0 UIU CAUTHI «/1JI1 B3POCIIBIX».

14. Ilpuyuure Bamero pebenka cooOmarh BaM O JIIOOBIX Yrpo3ax WM TPEBOTaX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBaiiTeCh CIIOKOWHBIMU M HATIOMHUTE JIETSM, UTO OHU B
0e30IacHOCTH, €CJIM CaMU paccKa3ajld BaM O CBOMX TpeBorax. lloxBajiure ux u
IIOCOBETYUTE MOJONTH ellle Pa3 B MOJA00HBIX CIIydasx.

Boaspacr aereli oT 9 10 12 J1eT



B mamHOM BO3pacrte /ieTH, KaK MPaBUJIO, YK€ HACJIBIIIAHBI O TOM, Kakasa uH@opmamus
cymiecteyer B VHTepHeTe. COBepIIEHHO HOPMAJbHO, YTO OHU XOTAT 3TO YBHUJETH,
IIPOYECTh, YCJIBIMIATh. IIpy 3TOM HY’>KHO IIOMHHTbH, UTO JOCTYIl K HeXKeJaTeJTbHBIM
MaTepraJiaM MOKHO JIETKO 3a0JIOKMpPOBAaTh MPU IOMOIIM CPEACTB PoamuTesbcKoro
KOHTPOJIA.

CoBeTshI IO 0€30MaCHOCTH JIJIA JeTEH OT 9 10 12 JIeT

1. Co3paiiTe CIMCOK JIOMAITHUX MPaBUJI IOCeleHusT VIHTepHEeT MpU yJYacTUH JeTel u
TpeOyiTe ero BHIITOTHEHHUS.

2. TpeOyiiTe ot Bamrero pebeHka co0II0/IEeHUS HOPM HAX0XKAEHUS 32 KOMITBIOTEPOM.

3. HabGiromatiTe 3a pebeHKOM IPU paboTe 3a KOMITBIOTEPOM, MOKAXKUTE €My, UTO BbI
GecriokouTeCh 0 ero 6€30TaCHOCTH U BCET/Ia TOTOBBI OKa3aTh €My IIOMOIITb.

4. KommbioTep ¢ nogkiatoueHneM B VIHTepHET JIOJKeH HaXOUTHCA B 0OIIell KOMHAaTe
10/, IPUCMOTPOM pPOJIUTETIEM.

5. Ucnonp3yiiTe cpesicTBa 0JI0KUPOBAHUS HEXKeJIaTeJIbHOTO KOHTEHTA KaK JIOMOJIHEHUE
K CTaHZIapTHOMY PouTeIbcKoMy KOHTPOJIIO.

6. He 3a0pIBaiiTe IPpUHUMATD HEIIOCPECTBEHHOE YUYaCTHE B KU3HU pebeHKka beces0BaTh
¢ eTbMU 00 UX Apy3bsix B IHTEpHeTE.

7. HacrauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIAIIAIUCH HA JIMYHbBIE BCTPEUH C APY3bIMHU
1o lHTepHeTy.

8. Ilo3BossiiTe A€TAM 3aXOAUThb TOJIBKO Ha canThl U3 «0Oeyoro» CIIKMCKa, KOTOprfI
COSI[afITe BMeECTe C HUMU.

9. Ilpuyuute peTelli HUKOIJIa He BbBIJIABATh JIMYHYIO UHGPOpPMAIUIO CpeJiCTBaMU
BJIEKTPOHHOU IIOYTHI, YATOB, CHCTEM MI'HOBEHHOr0 oOMeHa COOOIIEeHUsIMH,
perucTpanuoHHbIX ¢GOpM, JUUHBIX NpOodUIel U HPU PEruCTpPaii HAa KOHKYPCHI B
HNuTepHerTe.

10. IIpuyuute feTeil He 3arpy»kaTh IporpamMmbl 6e3 Barero paspemrenusi. O6bsicHUTE
UM, YTO OHH MOTYT CJIyYalHO B3arpy3uTh BHUPYCHl WU JIPyroe HeXKeJlaTeIbHOe
IIporpaMMHOe obecIieueHue.

11. Cospaiite Bamemy pebGeHKYy OrpaHUYEHHYIO YYETHYIO 3amuch Ay paboThl Ha
KOMIIBIOTEDE.

12. [Ipuyuure Bamero pebGenka cooOmaTh BaM O JIIOOBIX Yrpo3ax WJIM TPEBOTaX,
cBsA3aHHBIX ¢ lHTepHeTOoM. HamoMHUTE 71€TAM, YTO OHM B 0E30MACHOCTH, €CIU CaMU
pacckasajy BaM O CBOUX TPEBOTaX U ONIACEHUSX.

13. Pacckaxkure netam o nopHorpaguu B IHTepHeTe.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JIeTH TMPEAOCTAB/SUIA BaM JIOCTYH K CBOeH
BJIEKTPOHHOU MOYTE, YTOOBI BbI yOETUIIUCH, UTO OHU HE OOIIAIOTCA C HE3HAKOMITAMH.

15. OOBbBsCHWUTE [OEeTAM, 4UYTO HEJb3A HCIOJb30BaTh CeTh /JId XYJIMTAHCTBA,
pacrpocTpaHeHus CIIeTeH WU yTPO3.

Bospacr gereit ot 13 A0 17 €T



B aTOM BO3pacTe MOAPOCTKU aKTUBHO KCIOJIB3YIOT IMOMCKOBBIE MAIIHUHBI, ITOJIb3YIOTCS
BJIEKTPOHHOU IIOYTOH, C/Iy?KOAaMH MTHOBEHHOTO OOMeEHA COOOIIEHUSMHU, CKAUYUBAIOT
My3bIKy U QUIbMbI. MasbumKaM B 3TOM Bo3pacTe OOJIbIlle MO0 HpaBy CMeETaTh BCe
OTPpAaHUUYEHUs, OHHM JKAXKIAYT TpPy0dOro OMOpa, a3apTHBIX WIP, KAPTUHOK «JJIsd
B3POCJIBIX». J[EBOUKHU IIPEAIIOYUTAIOT OOIAThCA B YaTaX, IPU 3TOM OHHU ropaszio Oosee
YyBCTBUTEJILHBI K CEKCyaJIbHBIM JIOMOTaTeIbcTBaM B IHTepHeTe.

3aJacTyio B JAHHOM BO3pacTe POAUTEIISIM y?Ke BeChbMa CJI03KHO KOHTPOJIUPOBATH CBOUX
JleTed, Tak kKak 00 MIHTepHETE OHU YK€ 3HAIOT 3HAUUTEIHFHO OOJIBIIIE CBOUX POJIUTENIEH.
Tem He MeHee, He OTIyCcKaiiTe JeTei B «CBOOOAHOE IUIaBaHWe» MO I HTepHeTY.
CrapaiiTech aKTUBHO y4acTBOBaTh B 0011leHN U pebeHKa B IHTEpHeTe.

BakHo mo-mpexkHeMy cTporo co0OioyiaTh mpaBmiia  VHTepHeT-0e30macHOCTH -
COTJIAIlIeHHE MEXKy POAUTENSIMU U JeTbMH. Kpome TOro, HEOOXOAMMO KaK MOKHO
yarre IpocMaTPUBaTh OTYETHI O JesaTebHOCTU JleTell B MIHTepHeTte. CielyeT oOpaTUTh
BHUMAaHUE Ha HEOOXOAUMOCTh COJIEpPKaHUSA POIAUTEIbCKUX mapoJsiedl (1mmapoJsiei
aIMUHUCTPATOPOB) B CTPOTOM CEKpeTe M O0paTUTh BHUMAHHE Ha CTPOTOCTh 3THX
rapoJien.

CoBeTbl 110 6€30IIaCHOCTH B 3TOM BO3pacTe OT 13 0 17 JIeT

1. Co3paiiTe CHHUCOK [JOMAIIHUX IMPABUJI ToOcelleHus: VHTepHeTa IPU YYaCTUU
MIOZPOCTKOB U TpeOyiTe 06e3ycIOBHOTO ero BhINMoHeHHsA. OOroBopure ¢ pebeHKOM
CIIMCOK 3ampelleHHbIX CAWTOB («4YepHBIN CIHCOK»), Yachl paboThl B LIHTepHeTe,
PYKOBOJICTBO 110 0011IeHUI0 B VIHTepHeTe (B TOM YuCyIe B YaTax).

2. KOMHI)IOTep C IIOAKJIIOUEHHEM K CEeTUu I/IHTepHeT AOJI2KE€EH HaXOAUTbBCA B O6III€IjI
KOMHarte.

3. He 3a0b1BaiiTe GecenoBath C eThMH 00 UX APYy3bsX B VIHTEpHETE, O TOM, UeM OHHU
3aHATHI TAKUM 00pa3oM, OYATO peub HIET O APY3bsIX B peasbHOU KU3HU. CrpammBaiire
0 JIFOJISIX, ¢ KOTOPBIMH JEeTH OOIIAIOTCA ITOCPEACTBOM CJIY»KO MTHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOJN UM 3HAKOMBI.

4. I/ICHOHBSYﬁTe CpeacTBa 6J'IOKI/IpOBaHI/IH HeXelaTeJIbHOTO KOHTEHTa KaK AOIIO/THEHHE
K CTaHJapTHOMY POZ[I/ITGJ'II)CKOMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMHU 4YaTaMd IOJb3yloTcsa Bamm peru. IloompsitiTe
HCIIOJIb30BAaHHME MOJIEPUPYEMbBIX YAaTOB W HACTaWBaiTe, YTOOBI JIETH He OOINAINCh B
IIPUBATHOM peKHME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JIETU HUKOI/IA HE BCTPEUAINCH JIMYHO C JAPY3bAMU U3
cetu lHTEepHeT.

7. llpuyuure pgeTell He BbIZaBaTh CBOI JIMYHYI UWHQOpMaALUI CpeACTBAMU
SJIEKTPOHHOW IOYTBHI, YAaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEeHUsIMH,
pervcTpanoHHbIX (OpM, JIMYHBIX Npoduaell U NMPU PerucTpanuyd Ha KOHKYPCHI B
HNHuTepHerTe.

8. IIpuyuure aertell He 3arpy:kaThb nporpaMmMmbl 0e3 Bariero paspemienus. O0bsacHUTE
MM, YTO OHHU MOTYT CJIy4aillHO 3arpy3uThb BUDPYChl WJIM JIpyroe HeKesaaTeJIbHOe
IIpOrpaMMHOe ObecIieueHue.

9. Ilpuyuure Bamero pebenka coo0maTh BaM O JIIOOBIX Yrpo3ax WU TPeEBOrax,
cBA3aHHBIX ¢ VlHTepHeTOM. HamoMHUTE /€TAM, YTO OHU B 6€30MaCHOCTH, €CJIU CaMU



pacckasajyd BaM, O CBOMX Yrpo3ax WM TpeBorax. IloxBaimTe MX M IIOCOBETYWTE
IIOZIOUTH ellle pa3 B MOJ00HBIX CITyYasX.

10. Pacckaxure zetsiMm o nopHorpaduu B MHTepHeTe. IloMorute UM 3allUTUTHCA OT
criama. HayuwuTe mOAPOCTKOB He BbIZJaBaTh B IIHTEpHETE CBOErO PeabHOTO
BJIGKTPOHHOI'O aJipeca, He OTBeuaTb Ha HeXkeJjaTesJbHble NHCbMa U MCIOJIb30BaTh
cIerajbHble IOYTOBBIE (DUIIBTPHI.

11. [IpuyuwnTe cebsi BHAKOMUTHCSA C CAUTaMU, KOTOPBIE ITOCEIIAIOT ITOIPOCTKH.

12. HayuwuTe fieTeli yBaKaTh JIPyTUX B HHTEPHETE. YOeAUTECh, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIETO MTOBEAEHUSA JIENCTBYIOT Be3/le — JlaKe B BUPTYaJIbHOM MHUPE.

13. O0BbsicHUTE AE€TAM, YTO HH B KOEM C(CJlIy4dae€ HeEJIb3d HCIIO/JIb30BaTb Cetpb JJIA
XyJUTaHCTBa, paCIIpOCTpaHEHUA CIIJIETEH UJIX YITPO3 APYTI'UM JIIOJAM.

14. ObcynuTe ¢ MOJIPOCTKAMH IMPOOJIEMBI CETEBBIX a3apTHBIX UTP U UX BO3MOXKHBINI
puck. HanmomHuTe, 4YTO /IETH HE MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosTHHO KOHTpOJIUPYHTE HcIoJb3oBaHUe MHTepHeTa Bamum pebGenkom! IAto He
HapylleHWe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IIPeJ0OCTOPOKHOCTH U IIPOABJIEHUE
Barmeit poguTeIbCKON OTBETCTBEHHOCTH M 3a00THI.

© MaTtepuan us CnpaBo4yHomn cuctemol «ObpasoBaHme»
vip.lobraz.ru
[ata konuposaHus: 04.06.2018
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